M365 Administration Runbook #002

How to Enable MFA
for Users in Microsoft 365

Using Entra ID (Azure Active Directory) - Security Defaults & Per-User MFA

B Magister Operis Systems % EntraID {3 30 min @ Beginner

Jean Claude Munyakazi

IT Systems Administrator | Berlin, Germany | munyakazi.org
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What You Will Learn

WHY MFA MATTERS METHOD 1 - SECURITY DEFAULTS METHOD 2 - PER-USER MFA

o 99.9% of account attacks are stopped by o Enables MFA for ALL users in one click o Enable MFA for specific users only
MFA
o Microsoft's recommended baseline o Useful for testing before full rollout
o Required for any serious M365 setting . .
deployment ° Configured in Entra ID = Users
o Configured in Entra ID portal .
. . . o Best for: lab environments and demos
. First security task after creating user L .
o Best for: small organisations, first
accounts
deployment
. Protects against phished passwords

In this runbook we use BOTH methods - Security Defaults for the full tenant, then Per-User MFA to demonstrate individual account control.

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Overview
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Prerequisites

Admin Role

Users

Access URL
Authenticator App
Important

Recommendation

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany

Global Administrator or Security Administrator

At least the 23 users created in Runbook #001 must exist

entra.microsoft.com (Entra ID portal)

Microsoft Authenticator installed on a test mobile device

Enabling Security Defaults will require MFA for ALL users including you

Test Per-User MFA on one account before enabling tenant-wide

Prerequisites
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Method 1 - Security Defaults

Enable MFA for the entire tenant in Entra ID

Runbook #002
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Open Entra ID Portal

P search resourcs, senices, and docs[6+/) | £ INSTRUCTIONS
|# Home Microsoft Entra
& o o Open a new browser tab and go to: entra.microsoft.com
o Sign in with your Global Administrator account
¥ s v @ Tenant status : : :
-> You land on the Microsoft Entra admin center overview
& Emb A Tonant 1D o _ Identity Secure
. i o = ) Score
@ oo Primary domain munyakaziorg O © View user profle 75.00%
R v My role assignments View recommendations
. 42 12
Viwusers View groups Microsoft Entra
S @ High privieged ole assignments Connect
© agent D Prvien) 3 12 @ Other role assignments - 'D\Sﬂblid
B crtepisecops frseres fonsss View my roles View Entra Connect
B appregstrations
& Rolest admins Shertcuts
& Delegated admin partess Add Usersignins  Auitlogs  Authenticabion Methods  Blockedusers  Domainmames  Unused serviceprincipals  Manage tenants
G oo o
e Get the most out of your licenses and subscriptions
Q identity Secure Score
A wtpentcaton metods Deployment guides Microsoft Entra plan
a8 Entra Free
loyment guides to plan, configure and deploy Micrasoft Entra
B Pasword reset apabites
@ Custom securiy atirbutes Suggestions
E  Cortiate authoribes ot e

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Step 1 of 4
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PN Navigate to Properties

Microsoft Entra admin center > search resources, services, and docs (G+/) I o copiot | INSTRUCTIONS
Home
A Home
. o i
€ crmagents In the left menu expand: Identity
+ Add v £ Manage tenants What's new Preview features £ Got feedback? v L4 Click: Overview
*  Favorites v
© Toimprove your experience, we'r experimenting with your Home page. Cick “Got feedback? 1o el us what you think. o Click the Properties tab at the top of the page
S EntralD -~ Overview  Monitoring Py i R dat Setup guid A
g roperties ecommendations etup guides - The tenant propertles panel opens
@ Overview
Name Jean Claude Munyakazi -
2 Users
Tenant Country/Region German)
A Groups n/Reg v
B Devices Data location (Primary Copy) EU Model Clause compliant datacenters
EOREDEEE) Notification language >
B  Eenterprise apps
prise spp Tenant 1D k]
BB App registrations
Technical contact [ |
€ Roles & admins
Global privacy contact [i |
€2 Delegated admin partners
Privacy statement URL [ ttps:/wamunyakaziorg |
O  Domain services
e — Leam more 2 about data location and residency.
& Authentication methods Access management for Azure resources
&  Account recovery (Preview) Jean Claude Munyakari (j }) can manage access to all Azure subscriptions and management groups in this tenant.
Learn more &
& password reset
@D v
@ custom security attributes
#  Certificate authorities - clevated access
v

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Step 2 of 4
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Open Security Defaults

Microsoft Entra admin center P search resources, senvices, and docs (G+/)

INSTRUCTIONS

# Home i A
3 ean Cliule Mmynkaci . Scroll to the bottom of the Properties page
) v o Click the link: Manage Security defaults
X Favorites v you thinl
) ) s -> Aside panel slides open on the right
6 bnt A roperties Setup quides
© Oveniew

Technical contact

Users

Global privacy contact j

¥ Groups
D Devices Privacy statement URL
Reason for disabling *
8 Agent  Preview) This feedback will e used to improve Microsoft products and
services. View
Enterprise apps (0]
~
U
B App registrations 524
0
& olesaadmins 0
® - 0 ober

e

Delegated admin partoers

O Domansenices

=)

dentity Secure Score
Security defaults
Aushentiation meth

S

e S

@

8 Password reset
©  Custom security atirbutes

Certiicate authorities

k]

Cancel

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Step 3 of 4
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Enable Security Defaults

—Ix ——

A Home e ) Security defaults

& e e Concie Mmyger o In the Security defaults panel:

L . = o Set the toggle to: Enabled

A | o Mg properes o o A warning appears - this will require MFA for ALL users
= -> Click Save to apply the setting

; ; e contc -> All users will now be prompted for MFA at next sign-in
R cos Global privacy contact

2 oeaiiess Privacy statement URL

& Agent D Preview) e b

B enteprseapps Access management for Azure resources

B App regitrations

%

Roles & admins

&  Delegated admin partners

O Domainsenices

Q identiy Secure Score

Security defaults

Authentication methods

sms recommended by Micro:

A
&  Account recorery (Preview)

®

Password reset

@

Custom secury atrbutes

Certiicate authorites

L]

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Step 4 of 4
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Method 2 - Per-User MFA

Enable MFA for individual users (useful for testing)

Runbook #002
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Navigate to All Users

Microsoft Entra admin center P Search resources senices, and docs (6+/) l 0 Copiot INSTRUCTIONS
# Hone . In Entra ID left menu click: Identity - Users > All users
§ e -> Full list of all tenant users appears
 Maragrien v . You should see all 23 Magister Operis Systems staff here
¥ Favorites Vi
§ Entald A
C‘ Ovenview A
R e : Display name ! User principal name 1, User type Is Agent On-premises sy... ~ Identities Compa
R Grougs M o Adm aminga. Vember No Yo
B Devics M @ astubgoek. D vember No No
B fgent D fPrevien) M ' amdergmung.. [} Vmber No No
B Entepiseapps = o " A
L Backy L1} Member No No mn
B App registrations — : R
0 . cogaigmungia.. [} Member No No
& FoksRadmis = 4
L @ Clau n. 0} Member No No
: @ Dai Vember No No
O Domain senvices
M e esteiegmy. D yenber No N

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Step 1 of 5
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Open Per-User MFA Settings

INSTRUCTIONS

Z Microsoft Entra admin center P Search resources, senices, and dacs (64/) l 0 Copilot
a

Home Microsoft Entra

f Home L e o Click the ... (More actions) menu at the top of the users list
Per-user multifactor authentication X

& o o Select: Per-user MFA
Dok § -> The Multi-Factor Authentication users page opens

¥ oot ’ . o (Note: this is a legacy interface - still functional)
Users  Senice setfings

8 e Al T

Use multEactr authenticaton (MFA) to protectyour sees and dat, Ourrecommended appreach to enforce MFA s to use adaptive Canditonal A

0 o
- Overvew

U begin, feke & ook ztthe

m
A Users
% Groups
» Searh SttuscAl  View:Sign-n allowed users % Reset lers
B peiicss
s

B Agent D Preies] [ ramey [ Status
B mtepriapps Anne Miller amler@munyatazion isled
B agpregitains [ andreas Schiz asthulz@muryakaziony diszhled
A . [ aaminitator admin@munyakariorg dischled
g Roles & admins =

Badup backup@munyakaziony diszhlad
& Delegated admin parners —

Claudia Hartmznn chatmann@munyakazion dischied
O Domain senices M chisvogs cieglEnyEe oy disshled
Q enity Seure Sore [ Daid e dischled

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Step 2 of 5
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# Home

& i agenis
K Favorites

| 4 BmD

Ovenview

=

Users

=)

3

Groups.

B Daitss

=l Agent 1D (Preview)

]

Enterprse apps
# App registrations
& Rolesiadmins
& Dokgated adnin partners

0 Doman serices

=3

dentty Secure Score
& nhentiation methods

& Accountrecovery (Preview)

l 0 copilot

.

= Microsoft Entra admin center P Search resources, sevices, and docs (G+/)

Home » Jean Claude M

Users

Status: All

H Andrezs Schuiz

Adminisirztor
Backup

B Cludatinam
(Chris vogal
Daid Krause

ic Muryakar

V/ Eneble NFA
] Names: N
[] toramier amuelergmunyal

oy
ascuiz@munyakaziony
admin@munyakaziong
badup@munyakszio
chartmann@munyakariorg

cvogal@munyakaziong

dhrasegimunya

aeferBmunyakaziong

@munyakaziorg

ach to enforcs MFA is fo use a

View: Sign-in dlloed users % Reset lters

Status

disabled
disabled
disablad
diabled
disablad
diablad

disabled

disabled

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany

INSTRUCTIONS

o Tick the checkbox next to the users you want to enable
o For this demo: select Andreas Schulz and Claudia Hartmann
-> The 'quick steps' panel appears on the right side

Step 3 of 5
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SEPEN Enable MFA

| oo R — I m INSTRUCTIONS
:ﬁ . » o home lse'\[ame.mm‘,akay V\:'cs:"tf.nt'a . Users :
i P Per-user multifactor authentication - x| . In the quick steps panel on the right click: Enable
. U A confirmation dialog appears - click enable multi-factor auth

re -> MFA status for selected users changes to: Enabled
I: e - These users will be prompted for MFA at next sign-in

D oevew

8 s

W Groups

B Devicss

B igent D Preview)

Enable multifactor
B Enterpise apps authentication
B appregitiztons f your users o ot regulatysignnfhraugh the
you cansend them to ik o register
B ok B or multfador ahentiation:

& Delegatad agmin partners
B Domain senices

D Kdentity Secure Score
4 muthentication methods
& Accourt recovery (Preview]
B Passwond reset

B Custom securiy tirbues

B Certifcats authorties

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Step 4 of 5
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Verification Checklist

Micrasoft Entsa admin center P

o Security Defaults shows Enabled in Entra ID = Identity - Overview = Properties . —
. e Per-user multifactor authentication
. Per-user MFA shows 'Enabled' status for select Andreas Schulz and Claudia Ui
Hartmann - "
J All other 21 users show MFA status as '‘Not enabled' in the Per-user MFA list > e o . .
o Entra ID Sign-in logs show MFA success - check Identity = Monitoring = Sign-in M
logs s
[ wame w\ Sty
B emrpise apps
B agpregsatons .
& s -
B Domansemvices z

Bl wutheticsion mesods

& Accoum recoury Previen)

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Verification
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Common Errors & Fixes

Cause & Fix
Can't find Security Defaults Go to: entra.microsoft.com - Identity - Overview - Properties tab - scroll to bottom
Security Defaults is greyed out Conditional Access policies may already exist - they block Security Defaults
User not prompted for MFA MFA may not be enforced yet - check if Security Defaults is truly Enabled and saved
Lost access to admin account Use the emergency access (break glass) account or contact Microsoft support
Authenticator app not working Delete the account from the app and re-register from scratch via the MFA portal
Per-user MFA option not visible Search for 'Multi-Factor Authentication' in the Entra ID search bar at the top

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Common Errors & Fixes



What's Next

Accounts secured. Now organise them into Teams and SharePoint.

#003

Add Users to Teams & SharePoint

Assign staff to the correct Teams channels and grant
SharePoint site access

20 min

#004

Set Up Conditional Access

Create security policies in Entra ID to control when and
how users sign in

45 min

#005

Disable / Offboard a User

Safely remove access and block sign-in for a departing
employee

20 min

All runbooks available at: munyakazi.org/m365-runbook
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