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A Lab Limitation - Licence Not Available

This runbook was NOT executed in the live lab tenant.

Reason: Conditional Access requires Entra ID P1 (M365 Business Premium, E3 or E5). This lab runs on M365 Business Standard - Conditional Access is not
available at this licence tier.

What this runbook contains:

- Policy design based on Microsoft official documentation

- Step-by-step configuration as it would be performed with the correct licence
- Screenshots replaced with placeholder frames - no live tenant access

- All scenarios and best practices sourced from Microsoft Learn documentation

Real-world note: In production, Conditional Access would be the first policy configured after MFA. It is included here to demonstrate understanding of
the full M365 security stack.
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What You Will Learn
HOW CONDITIONAL ACCESS WORKS POLICY 1
Block non-Germany sign-ins
IF user attempts to sign in

AND conditions are met (location, device, risk)
THEN grant / block / require MFA

Any sign-in from outside Germany is blocked. MOS operates from Berlin only.

POLICY 2

- Block sign-in from outside Germany Require MFA for admins
— Require MFA for admin accounts

- Block legacy authentication protocols All admin directory roles must complete MFA at every sign-in.

POLICY 3
Block legacy authentication

POP3, IMAP, SMTP bypass MFA - block these protocols entirely.

3 Policies built in this Runbook: I

Lab Note: This runbook was designed on M365 Business Standard which does NOT include Entra ID P1. The Conditional Access menu was not accessible in this lab. All steps and policies
documented here are based on Microsoft documentation and represent intended configuration - they were not executed in the live tenant.
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Prerequisites
Admin Role Conditional Access Administrator or Global Administrator
Licence Required Entra ID P1 - NOT available in M365 Business Standard (used in this lab). This runbook documents the design and intended
configuration only.
Access URL entra.microsoft.com - Protection - Conditional Access
MFA Configured Complete Runbook #002 before setting up CA policies
Warning Test in Report-only mode first - a wrong policy can lock everyone out
Break-glass account Always exclude one emergency admin account from all CA policies
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Policy 1 - Block Non-Germany Sign-ins

Restrict tenant access to Germany only via Named Locations

Runbook #004
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Open Conditional Access

Microsaft Entra admin center ‘Search resoutces, senices, and docs (64/) INSTRUCTIONS
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B . Go to: entra.microsoft.com
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Create Named Location: Germany

Microsot Entra admin center e —— Pa o F i INSTRUCTIONS
e o Idenity al

., Conditional Access | Named locations X .

7 Mt o In left menu click: Named locations
o Click + Countries location
o Name: Germany Only

e e s o Select: Germany from the list
locaionype Allpes  Tnsted e Al pes : o Leave 'Include unknown countries' unchecked

-> Click Create

Condifional Access polices Creation date

B App regisirations
Roles & admins

Delegated adiin partners
Monitoring

4] Authenfication methods Troubleshoating + Support

& Account rec & Newsuppurt request
E Password reset

& Custom securiy attributes
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Activate

Crate yourown polices and targel speci condifions ke o apps, sign sk, and de
Your orgarizaion does ot have suficien ensingt cces his prochct

What is Conditional Access?
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& Password reset
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INSTRUCTIONS

Policies - + New policy

Name: MOS-CA-001-Block-Non-Germany

Users: All users (exclude your admin break-glass account)

Conditions - Locations: Include Any location, Exclude Germany Only
Grant: Block access

State: Report-only first

-> Click Create

Step 3 of 4
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Enable After Testing

Microsoft Entra admin center P Search resources, services, and docs (G+/) i INSTRUCTIONS

% Delegated admin pariners

8 consinsevias Sign-in events X o Monitor Report-only for 24-48 hours

' Idenbity Seaure Score . . . . . .
Dokt v 5 EpotctaSelings /7 . e . o Check: Monitoring = Sign-in logs for expected blocked sign-ins
& mthentication methods

Wt srich kg s s e I — . Confirm no legitimate Germany users would be blocked

it recovery (Preview)
W) s ¢ b < s D Change State: On when satisfied

B P et
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' Mobiity

Log Anclytics

Diagnostic settings
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Policy 2 - Require MFA for Admins

Force MFA on every admin sign-in via Conditional Access

Runbook #004
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Cresieyour own policies and faget specifc condions e coud apps, i sk and de.

Your orgarizaion does ot have suficien ensingt cces his prochct

What is Conditional Access?
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oup sign-1
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adming
Delegated admin parners
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entity Secure Score

Authenication methods Troubleshoofing ¢ Support

Account recovery (Preview) & New support request

& Password reset

Activate
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INSTRUCTIONS

Policies - + New policy
Name: MOS-CA-002-Require-MFA-Admins
Users - Include: Directory roles

Select: Global Administrator, User Administrator, SharePoint
Administrator

Grant: Require multifactor authentication

State: Report-only first

-> Click Create

Step 1 of 2
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Pl Review and Enable

Microsoft Entra admin center D Search resources, senvices, and docs (6+/) INSTRUCTIONS

T
Sign-in events ' D Monitor Report-only 24-48 hours
ot vy reien) v ’ g O ek © i " o Check sign-in logs confirm admin accounts trigger MFA
f— S . Change State: On when satisfied

Custom seury st -> All admin roles now require MFA at every sign-in

Certificate authorities
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Application Resource 1D Conditionalaccess
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Policy 3 - Block Legacy Authentication

Eliminate protocols that cannot support MFA

Runbook #004
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Cresieyour own policies and faget specifc condions e coud apps, i sk and de.

Your orgarizaion does ot have suficien ensingt cces his prochct

What is Conditional Access?
R users

Grougs

oup sign-1
App regitzations
adming
Delegated admin parners
e policy and Creste:
O Domain sesvices
entity Secure Score

Authenication methods Troubleshoofing ¢ Support

Account recovery (Preview) & New support request

& Password reset

Activate

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany

INSTRUCTIONS

Policies - + New policy
Name: MOS-CA-003-Block-Legacy-Auth
Users: All users

Conditions - Client apps: check Exchange ActiveSync and Other
clients

Grant: Block access

State: Report-only first

-> Click Create

Step 1 of 2
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Ml Enable After Verification

Date

Request ID

Correlation ID

Is Agent

Agent type

Agent subject type

Authentication requirement

Status

Continuous access evaluation

Troubleshoot event

User

User principal name

User ID

Sign-in identifier

Session ID

App owner tenant ID

Resource owner tenant ID

Activity Details: Sign-ins

Basic info Location Device info

Authentication details Conditional access Report only

2026-03-03T18:14:467

543fe545-62bb-4276-bfed

9f7d663c-53ae-4da9-8f6d

No

Not Agentic

Not Agentic

Multifactor authentication

@munyakazi.org

e716df6a-as42-abob-9f1e

002235ea-02a2-f215-b2e4~

facdef31-a31e-4b4a-93e4-5

facdef31-a31e-4b4a-93e4-5
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INSTRUCTIONS
. Check sign-in logs for any legitimate legacy client usage
. Update any old mail clients before enabling
. Change State: On when ready

-> All legacy authentication blocked across the tenant

Step 2 of 2
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Verification Checklist

o 3 CA policies visible in Conditional Access = Policies with correct names
o Named location 'Germany Only' exists under Named locations
o Policy 1: Any location - Block, with Germany Only excluded

. Policy 2: Admin directory roles - Require MFA
o Policy 3: Legacy client apps = Block access

o All 3 policies tested in Report-only before being set to Enabled

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany
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Common Errors & Fixes

Conditional Access not visible Entra ID P1 licence required - not in M365 Business Standard

Policy locked me out Use break-glass account to sign in and disable the policy immediately
Report-only shows too many blocked Refine conditions - check location scope or user exclusions before enabling
Named location not in conditions Refresh the page after creating - named locations may take a moment to appear
Admin not prompted for MFA Confirm policy targets the correct directory role and is set to Enabled

Legacy auth policy breaks email sync Update mail clients to modern authentication before enabling this policy

Jean Claude Munyakazi | IT Systems Administrator | Berlin, Germany Common Errors & Fixes



What's Next

Access policies are live. Now learn how to safely remove access.

All runbooks available at: munyakazi.org/m365-runbook
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